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The NIST Human-Centered Cybersecurity program “champions the human in cybersecurity” by
conducting interdisciplinary research to better understand and improve people’s interactions

with cybersecurity systems, products, processes, and services.

Human-Centered Cybersecurity (General)

e |s Your Cybersecurity Strategy Falling Victim to These 6 Common Pitfalls? (blog)

e Users are not stupid: Six cyber security pitfalls overturned (article)

Handout: Users are not stupid: Six cyber security pitfalls overturned (two-pager)

Conversations in Cybersecurity Podcast: Usability and Cybersecurity (podcast)

Beyond Technical Skills: Unlocking the Human Element in Cybersecurity (podcast)

Cybersecurity Awareness and Training

e Security Awareness Training for the Workforce: Moving Beyond “Check-the-box”

Compliance (article)

e Security Awareness Efforts Fall Short. Now What? (podcast)

Phishing

e No Phishing Beyond This Point (article)

e You've Been Phished (video)

e Introducing Phish Scale (video)

e Phishing With a Net: The NIST Phish Scale and Cybersecurity Awareness (video)

NATIOMAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
.5.DEPARTMENT OF COMMERCE


https://www.nist.gov/news-events/news/2023/03/your-cybersecurity-strategy-falling-victim-these-6-common-pitfalls
https://www.nist.gov/publications/users-are-not-stupid-six-cyber-security-pitfalls-overturned
https://csrc.nist.gov/pubs/other/2023/01/30/handout-users-are-not-stupid-six-cybersecurity-pit/final
https://podcasts.apple.com/us/podcast/usability-and-cybersecurity/id1680537005?i=1000624719312
https://www.buzzsprout.com/1892704/14213575
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8201414/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8201414/
https://open.spotify.com/episode/2uXnRHpokJhVmhfljOlp7B
https://csrc.nist.gov/CSRC/media/Projects/usable-cybersecurity/images-media/NoPhishingBeyondThisPoint.pdf
https://www.nist.gov/news-events/news/2018/06/youve-been-phished
https://csrc.nist.gov/CSRC/media/Projects/usable-cybersecurity/images-media/Introducing_Phish_Scale__Video_Download.mp4
https://csrc.nist.gov/CSRC/media/Projects/usable-cybersecurity/images-media/Introducing_Phish_Scale__Video_Download.mp4
https://www.youtube.com/watch?v=13D3afYt5vM&t=2s
https://www.youtube.com/watch?v=13D3afYt5vM&t=2s

User Perceptions and Behaviors

e Security Fatigue (article)

e Cybersecurity Fatigue (video)

e Pandemic Parallels: What Can Cybersecurity Learn From COVID-197? (article)

Human-Centered Cybersecurity Series with NIST Co-host | Redefining
Cybersecurity Podcast with Sean Martin

e Human-Centered Cybersecurity at NIST | Unlocking the Human Factor with Julie Haney_

e Decoding Human-Centered Cybersecurity with Security Attitudes | A Conversation with

Julie Haney and Dr. Cori Faklaris

e Integrating Human Factors Engineering in Cybersecurity with Dr. Calvin Nobles

e How Risk Management and Human Behavior Shape Security Strategies: The Untold Impact

of Cyber Insurance on Businesses with Dr. Jason Nurse

These resources, along with other articles and presentations, can be found on the

NIST Human-Centered Cybersecurity Website.
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https://csrc.nist.gov/pubs/journal/2016/09/security-fatigue/final
http://cdnapisec.kaltura.com/p/684682/sp/68468200/embedIframeJs/uiconf_id/31013851/partner_id/684682?iframeembed=true&playerId=iframeVid&entry_id=1_xda6zfuh&flashvars%5bstreamerType%5d=auto
http://cdnapisec.kaltura.com/p/684682/sp/68468200/embedIframeJs/uiconf_id/31013851/partner_id/684682?iframeembed=true&playerId=iframeVid&entry_id=1_xda6zfuh&flashvars%5bstreamerType%5d=auto
https://csrc.nist.gov/pubs/journal/2021/03/pandemic-parallels-what-can-cybersecurity-learn-fr/final
https://redefining-cybersecurity.simplecast.com/episodes/human-centered-cybersecurity-at-nist-unlocking-the-human-factor-with-julie-haney-redefining-cybersecurity-podcast-with-sean-martin-fm8Qs1oF?utm_source=itspmagazine&utm_medium=web
https://redefining-cybersecurity.simplecast.com/episodes/human-centered-cybersecurity-at-nist-unlocking-the-human-factor-with-julie-haney-redefining-cybersecurity-podcast-with-sean-martin-fm8Qs1oF?utm_source=itspmagazine&utm_medium=web
https://redefining-cybersecurity.simplecast.com/episodes/decoding-human-centered-cybersecurity-with-security-attitudes-a-conversation-with-julie-haney-and-dr-cori-faklaris-redefining-cybersecurity-with-sean-martin
https://redefining-cybersecurity.simplecast.com/episodes/decoding-human-centered-cybersecurity-with-security-attitudes-a-conversation-with-julie-haney-and-dr-cori-faklaris-redefining-cybersecurity-with-sean-martin
https://redefining-cybersecurity.simplecast.com/episodes/integrating-human-factors-engineering-in-cybersecurity-human-centered-cybersecurity-series-with-co-host-julie-haney-and-guest-calvin-nobles-redefining-cybersecurity-podcast-with-sean-martin
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8201414/
https://redefining-cybersecurity.simplecast.com/episodes/how-risk-management-and-human-behavior-shape-security-strategies-the-untold-impact-of-cyber-insurance-on-businesses-human-centered-cybersecurity-series-with-co-host-julie-haney-redefining-cybersecurity-podcast-with-sean-martin
https://redefining-cybersecurity.simplecast.com/episodes/how-risk-management-and-human-behavior-shape-security-strategies-the-untold-impact-of-cyber-insurance-on-businesses-human-centered-cybersecurity-series-with-co-host-julie-haney-redefining-cybersecurity-podcast-with-sean-martin
https://csrc.nist.gov/human-centered-cybersecurity

